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Developer skills Engineering Enterprise software News & insights Open Source

What we learned

After running the taskflows over 40 repositories—mostly multi-user web applications—
the LLM suggested 1,003 issues (potential vulnerabilities).

After the audit stage, 139 were marked as having vulnerabilities, meaning that the LLM
decided they were exploitable After deduplicating the issues—duplicates happen
because each repository is run a couple of times on average and the results are
aggregated—we end up with 91 vulnerabilities, which we decided to manually inspect
before reporting.

* We rejected 20 (22%) results as FP: False Positives that we couldn’t reproduce

manually.

We rejected 52 (57%) results as low severity: Issues that have very limited potential
impact (e.g., blind SSRF with only a HTTP status code returned, issues that require

malicious admin during installation stage, etc.).

We kept only 19 (21%) results that we considered vulnerabilities impactful enough to
report, all serious vulnerabilities with the majority having a high or critical severity
(e.g., vulnerabilities that can be triggered without specific requirements with impact
to confidentiality or integrity, such as disclosure of personal data, overwriting of

svstem settinas account takeover ete )

https://github.blog/security/how-to-scan-for-vulnerabilities-with-github-security-labs-open-source-ai-powered-framework/
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« Understand: < 3 E2| root cause - trigger 2, malware &4
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- Generate: Fuzzing &3 - PoC / exploit & 2

https://arxiv.org/abs/2406.07595
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BASE-RATE Gl|lA|: 2R 0| 1%20|™H FPR 5% %= Precision 2f 15%
« REALISTIC TASK: vulnerable statement + correct reasoning %|11 F1 23.83%

..all previous inputs ...all previous Inputs ...all previous Inputs
- normalized Func ~func summary exuacled context - If vuinerable or not - final verdict
-Func - func AST mfall checklist vulne(aue statements - vuln statements
l Yes Agreed
~ ™\ A S ¥ . 1 ™
" Normalization Agent | Planning Agent [ Context Agent Detection Agent | Validation Agent
<> ) = @
- generale AST of the - genarate func summary - gel what context neaded ) if vulnerable i

- ) o detect - agree | dsagree with
function | - it common pitfalis c::::: sttt - get vuln statements if yes | DetAgent.
Disagreed ——

Figure 4: The multi-agent vulnerability detection pipeline. Each agent, except the first one, is driven
by an LLM.

contextual and interprocedural understanding. This raises concerns about the reliability of function-
level predictions. Risse et al. have shown that models may rely on spurious patterns rather than
true vulnerabilities. Our results echo this, as models often fail to find the real vulnerability even when
correctly flagging a function. Thus, advancing statement-level detection is essential, as without it,
developers risk being misled by false positives or missing subtle but critical flaws.

The models are not effective at detecting vulnerable statements in C/C++ functions, as the best
performing Claude-3.7-Sonnet model achieves only 23.83% F1-score. SECVULEVAL’s diverse
set of vulnerabilities uncovers LLMs’ severe lack of ability to find vulnerable statements and their
root cause in complex real-world code.
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Fuzzing 101: 28 2SO = C|3 §IHS 11EL}
« INPUT: seedE byte - token - grammar T2 HY EE= 1T H testcase A4
- FEEDBACK: new path= &M SIE. crash - hang - sanitizer= M3 =

Process timing

| run time : © days, 8 hrs, 32 min, 43 sec
| last new path : 8 days, @ hrs, 6 min, 40 sec

| last uniqg crash : none seen yet

| last uniq hang : 8 days, 1 hrs, 24 min, 32 sec

This section is fairly self-explanatory: it tells you how long the fuzzer has been running and how
much time has elapsed since its most recent finds. This is broken down into “paths” (a shorthand
for test cases that trigger new execution patterns), crashes, and hangs.

When it comes to timing: there is no hard rule, but most fuzzing jobs should be expected to run fr

11

https://aflplus.plus/docs/status_screen/ LLM in Securlty go-"k-l 7-|7=o§
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« ORDER: SETUP O|F PLAY= 7%. SETUP 0|= READY - PLAYING

« CONTEXT: O|™ 8&2| Session 242 LIE Q0| SAL 21X} state - sequence - tokenZ 71 74|

RTSP T2 EZ AEfHA

Teardown

Describe/ . Play/Setup/Options,
S Setup/Options/

Options/ SetParameter/GetParameter GetParameter,

Teardown SetParameter

Setup/
Announce

Teardown

RECORD

Record /Setup/Options/
SetParameter/GetParameter

Fie. 2. The state machine for the RTSP protocol from RFC 2326.

https://www.ndss-symposium.org/wp-content/uploads/2024-556-paper.pdf

INIT -> READY 0|

Fuzzer

SETUP
rtsp://127.0.0.1:8554/testStream/track1
RTSP/1.0

CSeq: 2

Transport:
RTP/AVP/TCP;unicast;interleaved=0-1

READY -> PLAY HMO|

Fuzzer

PLAY

rtsp://127.0.0.1:8554 /testStream
RTSP/1.0

CSeq: 3

TS5, HIX927Yd @4

Range: npt=0.000-

Server

RTSP/1.0 200 OK
CSeq: 2

® PEICHA 2026 10:00:00 GMT
Session: s;timeout=60

request LSl Transport:
RTP/AVP/TCP;unicast;interleaved=0-1

Server

454 Session Not Found

LLM in Security: A ZHEOR
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ChatAFL: LLM2 protocol priorS H|QFSIC}

« LLM: RFC - seed0f|A message grammar =2. R2%F message - sequence & 4A

« FUZZER: 2H| target 2. coverage - response - crash &

2 )

—{ Model Output }— Grammar Corpus PLAY <Value> RTSP/1.0 \in

Instruction: , 1 CSeq: <Value>\r\n

For the RTSEpmu)cnl. all of client | Uscr_'Agcm: <Value>\r\n

request grammar is: 1.[DESCRIBE Session: <Value>\r\n

Desired Format: { DESCRIBE <Value> RISF/1 O\, PLAY Range: <Value>\r\n

Cseq: <Value>\r\n, \r\n

Shot-1: User-Agent: <Valpes\An, PLAY Grammar

For the RTSP protocol, the PLAY Acccpﬂ?<\’nlu¢>\r\n. \ /

client request grammar is: \tn}

{PLAY <Value> RTSP/1.0\i\n, (DMatch (@Mark mutable
Cseq: <Value>\r\n, 2. Grammar regions
User-Agent: <Value>\i\n, { SETUP <Value> RTSP/1.0\\n,

SR A, Cseq: <Value>\n, PLAY rtsp://127.0.0.1:8554/aacAudioTest/ RTSP/1.0\n
Range: <Value>\r\n, User-Agent: <Value>\r\n, CSea: 4\An
\in} Transport: <Value>\r\n, i ) e o ) )

Shot-2: \rin} User-Agent: /testRTSPClient (LIVESSS Streaming Media v2018.08.28)\i\n

For the HTTP protocol, the GET client Session: 000022B8\r\n

request grammar is: ange: =().000-

. (GET <Value>\n) Range: npt=0.000-\r\n PLAY Request
o AN J \r\n

Fig. 6. Example of the model prompt and the responding response for
extracting the RTSP grammar. Fig. 7.  Workflow of the grammar-based mutation using the PLAY request
of the RTSP protocol as the example.

https://www.ndss-symposium.org/wp-content/uploads/2024-556-paper.pdf LLM in Security: III_l-Io-lo-"A-I %‘.I%QE
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« AFLNET CHH| state transition +47.60%, state +29.55%.
EXECUTION RESULT: code coverage +5.81%, O|X| 2™ 97l YA,

Table 1V. Average number of states and the improvement of CHATAFL
Table IIL Average number of state transitions for our CHATAFL and the baselines AFLNET and NSFuZz in 10 runs of 24 hours. compared with AFLNET and NSFuzz.

Subject CHATAFL Transitifm comparison with AFLNET | Transition comparison with NSFUZZ Subject ICHA’I‘AFLIAFLNE'I‘ Improv|NSFUZZ lmprov|Total

AFLNeT Improv Speed-up A1z | NSFUZZ Improv Speedup A1z T5555 1420] 1000 41.75%| 11.70 21.16%| 15

Live555 160.00 83.80  90.98% 228.62x  1.00 90.20  77.38% 63.09x  1.00 ProFTPD 28.70 22.60 26.84%| 2430 17.81%| 30

ProFTPD 246.70 172.60 4291% 7.12x  1.00 181.20 36.11% 497x  1.00 PureFTPD 27.90 2550 937%| 24.00 16.20%| 30

PureFTPD 281.80 21690 2991% 5.61x  1.00 206.10  36.72% 7.94x  1.00 Kamailio 17.00 14.00 21.43% 15.10 12.50%| 23

Kamailio 130.00 99.90 30.14% 5.53x  1.00 10530  23.42% 458x  1.00 Exim 19.50 14.10 38.19% 14.40 3542%| 23

Exim 108.40 62.70  72.98% 40.27 x 1.00 69.50 55.97% 13.25x 1.00 forked-daapd 12.10 8.70 39.74% 8.00 51.39% 13

forked-daapd 2540 21.40 18.65% 1.58x  1.00 20.10  26.52% 1.79x  0.86 AVG | _| -0 55%| - 25 75%| -
AVG | B | - 47.60% 48.12x - | - 42.69% 15.94 % -

15
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FirmAgent: fuzz trace0||AM PoC replay”/}X|

« RUNTIME EVIDENCE: Csource - indirect call - reachable path - LLM EfA HQ| X5t

* AGENT + VERIFIER: taint reasoning - PoC - replay. 200 alerts & 182 true vulnerabilities

/I1.C Taint-to-PoC Agent

Rehosting Image PoC PoC Generation Agent Alert Taint Propagation Agent
> o . |noor ‘ A E A E

ny O $ 3

CONCEPT ©

§

]—

f . ) Dictionary-Based and —
k Service Handler Detection | Distance-Guided Mutation :|

Y

l ( g ) , 8¢ /O
.V Keyword Dictionary Analysis ‘ Memory Taint Detection I ' f
Sink Scope and Distance 1 ] ¢

Firmware Indirect Call Resolution

Pre-fuzzing Analysis Runtime Monitoring Csource Potential Paths

lll.B Fuzzing-Driven Information Collection

Fig. 3: Overview of FirmAgent
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Big Sleep - Codex Security: &0 2 A=

« BIG SLEEP: patch diffoll A variant 7}4. testcase £=™-CHX| > crash ¥
« CODEX SECURITY: project threat model - scoped analysis. sandbox validation - PoC - patch

OpenAl 2| %] HE CEJNEN N Rt B|A} e

Trajectory Highlights

In this successful run based on Gemini 1.5 Pro, the seed commit was [1976c3{7]; which is a fairly large and

non-obvious change. The bug found by our agent is only loosely related to the changes in the seed commit
- this is not uncommon in manual variant analysis, understanding one bug in a codebase often leads a Codux SecurtyS 7 Codex Secu rltyQI xﬁl'
researcher to other problems.

Selected highlights are below, with our commentary in italics - all text in the ASSISTANT blocks comes
directly from the agent.

The agent produces a reasonable assessment of the changes in the diff, and uses this to form a starting
point for research:

ASSISTANT

The CL improves the handling of WHERE terms shared between OR branches in virtual table queries
by introducing the termF romihereClause function. This function retrieves a specific term from a
WhereClause, considering nested clauses. Prior to this change, common terms were likely not
handled correctly due to an incorrect mapping of term indices, potentially leading to inefficient
query plans or incorrect results. The most likely vulnerability would involve incorrect handling of
WHERE clause constraints within the allocateIndexInfo and

wherelLoopAddVirtualOne functions, where the CL has modified how constraint offsets are used Threat model, Trust boundaries and assumptions
with the new helper function. I'll first examine the allocateIndexInfo function. Trust boundaries

+ Netmah Bountary (ustruited clants) €

+ Aubenscation baundary

After a several (omitted) steps exploring the relevant code, the agent has formed a more concrete
hypothesis and attempts to check it by running a modified version of the testcase from the patch, but this
doesn't work since the testcase included in the patch relies on an extension that is not available in our
configuration:

LLM in Security: TFH0j|A ZE O =
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Agent2| 272t 2HEl context= AN S 2[El0| EIC}

« RISK: 2 2% - untrusted code / README / log x shell / compiler / network gt

« CONTROL: X|A #M¢ot - sandbox - provenance - & verifier - calibrated abstention

@ouwese,
[% " enAI SECURITY GETTING STARTED v RESOURCES v PROJECT INITIATIVES v BLOG ABOUT
2SI LA PROJECT

https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ -

Join us in London, 6/2 - 6/4 InfoSecurity Europe - OWASP GenAl and Agentic Security Summit | Register No

GEN Al SECURITY = RESOURCES

WHITEPAPERS/GUIDES

Agentic Al — Threats and Mitigations

) February 17,2025

About

@owrss | TOP10 LEaminis

Agentic Al represents an advancement in autonomous systems,

inaranninals anahlad ko lavaa lanmiiana mmadala L T Maland

https://www.usenix.org/conference/usenixsecurity26/presentation/karanjai
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Task detect / localize / reproduce / fix 2o18 EQULE?
label - leakage?

Ground truth real patch + benign negatives

replay - test - sanitizer - effect

PEO| AAZ XH?

Definition of 'done’

- = TPO|| deterministic reproducer
- Precision + Recall + human triage cost

- time / project / protocol hold-out
- 43 A= finding0lA X<

Oracle
Budget time - token - tool call 27 triage cost ZL2t?
. B E W ZSH= calibrated abstention
Generalize time / project / protocol hold-out unseend| = {X|?

https://arxiv.org/abs/2601.19239 - https://www.cybergym.io/cybergym/
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